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At the end of this module, each student needs to submit a report that includes the solutions to the 

following tasks. Make sure you take a screenshot for every single step as proof. You need to use  

Task A: Linux Password Cracking (25 points)  

1. 5 points. Create two groups, one is cyse301, and the other is your ODU Midas ID (for 

example, svatsa). Then display the corresponding group IDs.  

 

 

 

Created 2 groups, one cyse301 and asham001 then used the tail command to get the 
group IDs shown in the green box. 

2. 5 points. Create and assign three users to each group. Display related UID and GID 



information of each user.  

 

 



 

Added 6 different users and then used the tail command and cat /etc/passwd | grep 
command  to get the UID and GID shown in the green boxes and in the last 
screenshots.   

 

 

 

 

 

 



 

 

3. 5 points. Choose Three new passwords, from easy to hard, and assign them to the users you 

created. You need to show me the password you selected in your report, and DO NOT use your 

real-world passwords.  

 

 

 



 

 

In these three screenshots above I created new passwords for each user, then used the 
tail /etc/shadow command to show that the passwords were changed shown in the 
green box.  

 

 



 

 

 

Within these five screenshots above I added the first three users (Franklin, Michael, 
and Trevor) into the asham001 group then I used the id command to show that they 
were added to that group. For the second three users (Goku, Vegeta, and Piccolo) 
they were added into the cyse301 group then I used the id command to show that they 
were added to that group.  

 

 

 



4. 5 points. Export all Three users’ password hashes into a file named “YourMIDAS-HASH” 

(for example, svatsa-HASH). Then launch a dictionary attack to crack the passwords. You 

MUST crack at least one password in order to complete this assignment.   

 

Within these two screenshots I created a file where I stored the users password hashes, 
then using the cat command to show what password hashes were stored. The final step 
that I did was the john command which went through and was able to crack 1 
password being the Trevor user. 

 

 

 

 

 

 

 

 



Task B:Windows Password Cracking(25 points) 

Log on to Windows 7 VM and establish a reverse shell connection with the admin privilege 

to the target Windows 7 VM Then, create a list of 3 users with different passwords. [10 Points] 

 

      

Created a downloadable file using msfvenom command called 
MoreFreeV_Bucks.exe then copied this file and started apache2. This created a 
downloadable file for Windows 7.  

    



 

 

 

Started msfconsole used multi/handler to get into that shell then checked the module 
options. Then set the payload and lhost then checked again to ensure the changes 
were made.    



 

 

Started the exploit then downloaded the file on the Windows 7 VM and it exploded.   

 



 

Within the meterpreter shell I went to the backgrounding session, then typed sessions 
to see what sessions were available. Then searched for uac modules.     

 

 



 

 

In these four screenshots I showed how we exploited windows/local/bypassuac, first 
is used exploit/windows/local/bypassuac. Showed the options to see what we had to 
set and set payload and session, then showed options one more time to make sure 
the changes were made. Then finally exploited and it went through. 



 

 

In the meterpreter shell I created 2 users with their own passwords (1 user was 
already created which was from a previous assignment.) Them being Trevor and 
Franklin making sure that they were added to localgroup and had administrator 
privileges. 

 

 



Trevor  

Franklin 

Within these last four screenshots I made sure that I was able to mirror into Trevor and 
Franklin users using the rdesktop command. 

 

 

 

 

 



 

 

Now, complete the following tasks in sequence: 

1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter shell. 

 

I made sure to hashdump within the meterpreter shell and it gave me all of the 
Windows 7 users.  

2. 10 points. Save the password hashes into a file named “ your_midas.WinHASH” in Kali Linux 

(you need to replace the “your_midas” with your universityMIDAS). Then run John the ripper for 10 minutes 

to crack the passwords (You MUST crack at least one password in order to complete this assignment.).  

 



 

For the final two screenshots I made sure that I copied the hashed passwords into a file 
using the nano command then checked to make sure they were there using the cat 
command. After all was done I used the john the ripper command to see what 
passwords were cracked and I got on to crack being the Window 7.  

Task C: 20 points 

Follow the steps in the lab manual, and practice cracking practice for WEP and WPA/WPA2 

protected traffic. 

1. Decrypt the lab5wep-demo. cap file (5 points) and perform a detailed traffic analysis (5points)  

 

 



2. Decrypt the lab5wpa2-demo. cap file (5 points) and perform a detailed traffic analysis 

(5points) 

 

 

Task D: 30 points 

Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table 

below and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. 

For example, the last digit of the hash for svatsa is 8. Thus, I should pick up the file "WPA2-P3-

01.cap. 

 

 

 



1. Implement a dictionary attack and decrypt the traffic using the correct file based on your last 

character of md5 hash for your midas name. - 20 points 

 

 

 



Description Summary: Within the WPA2 it can be seen that the password was 
“password” making it extremely easy for dictionary attack to crack it. We must 
remember that the dictionary attacks look for simple words already in a dictionary list. In 
the second screen shot above we can see there are a total of 12 stations seen, 2660 
packets read, 629 WPA packets, and 471 WPA packets decrypted. To conclude it is 
important to understand how to create a strong password that a dictionary attack would 
not be able to crack. You can use special characters, number, capital letters within your 
passwords. Ensuring that it is something that a dictionary attack can’t crack.  


